Win XP Time Synchronisation Function

Eoh

forensicsolutions

ESh

| forensicsolutions |

The Forensic Benefits



Within the Microsoft Windows XP operating system there is a function called the Time
Synchronisation Function.

This can be located by double clicking on the time that is displayed in the bottom right of the
screen.

It should be noted that in addition to the usual Date & Time and Time Zone tabs there is now an
Internet Time tab.

This tab will only be visible to the user if the computer is not part of a domain.

Under this tab there is the option to tick a box to automatically synchronise with an internet time
server. By default this option will be enabled when XP is installed.

There is the option of two internet time servers, “time.windows.com’ and “time.nist.gov”. By
default it will be set for time.windows.com.

If synchronisation is enabled then every seven days the computer clock will synchronise with the
time server provided there is an internet connection.

The user also has the option to force a manual synchronisation.

A number of events may cause a failure in synchronisation.
No internet connection

Time servers busy

Firewall blocking function

System clock is to far from the correct time.

If the system clock is more then 15 hours (54000 seconds) from the correct time then
synchronisation will be prevented.

When ever the system attempts to synchronise with a time server the event will be logged within the
event viewer under the system tab.

Therefore by examining the event viewer it is possible to determine if the system clock has been
regularly updated and if not the reason why.

In the event that the system clock is more then 15 hours out of sync with the correct time then the
event viewer will record exactly how many seconds the clock is out.
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It can be seen that this function can be of enormous benefit to forensic examiners when trying to
determine if the system clock was accurate at the time when the offences were committed.

If using Forensic Software Encase, then it is a simple matter of using the Windows Event Log
Parser Enscript to export out the data in a HTML format.

The registry key for the function is the W32Time key.

By searching for W32Time through the exported data you can quickly locate the events and the
time and date they occurred.

If in doubt about an event, go to www.eventid.net where you can type in source (W32Time) and
event id number to display full details of the event.

Event ID 29

Event Properties

Ewent

D ate: 2AAMA2006 Source: W3I2Time +
Timne: 231819 Category: Mone

Type: Error Event|D: 29 +
Uszer: Mt
Computer; LTRD-KRUSTY

Description:

The time provider HtpClient is configured to acquire time fram one ar more
time zources, however none of the sources are cumrently acceszible. Mo
attempt bo contact a source will be made for 14 minutes. NipClient has no
source of accurate time.

For more information, zee Help and Support Center at
http:/¢go. microgoft. comdfwlink/events. asp.

(] l [ Cancel
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Event ID 34

Event Properties

Ewent |

D ate: EVPENE Scource:  W32Time +
Time: 13:51:51 Categony: Mone

Type: Errar Ewent|D: 34 +
Uzer: I A,

Computer: LTRD-FRUSTY

Dezcription:

The time zervice haz detected that the spstem time needs to be changed
by +259208 secondz. The time zervice wil not change the zpster time by
more than +54000 secondz. Yerify that vour time and time zone are
carrect, and that the time zource time. windows. carm [kip. |0 |

192 168.0.24:123-> 207 46.130.100:1 23] iz warking properly.

For more information, zee Help and Support Center at
httpe A foo. microzoft, comdfwlinkdevents aso.

[ OF. l [ Caticel

Event 35
Event Properties
Ewvent |
D ate: Source: W32Time +
Tirne: 17:30:43 Category: Mone
Tupe: Information Event [D: 35 ¥
Uzer M A

Computer: LTRD-KRUSTY

Description:

The time zervice iz now synchronizing the system time with the time source
tirne. windows. cam [ntpoml0=1192.168.0.3:123-: 207 461 30.100:1.23).

For more infarmation, see Help and Support Center at
httpe Ao, microzoft. comAfwlink/events. sep.

(] ] [ Cancel
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Event 36

Event Properties

Ewent |

Date:
Time:
Type:
Uzer:

202008 Source: W32Time
19:36:00 Categony: Mone

W arning Ewent|D: 36

MAA

okl

Computer: LTRD-KRUSTY

Dezcription:

provide

http: g

The time zervice haz not been able to synchronize the spstem time for
49152 seconds becauze none of the time providers has been able to

a uzable time stamp. The system clock iz unsynchronized.

For mare information, zee Help and Support Center at

o.rmicrozaft. comdhwlinkAeventz. asp.

Buytez  wWiords

] l [ Cancel Apply
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Registry Keys for Time Synchronisation Function

Registry Editor
File Edit

Yiew Fawvorites

Help

] Web Service Providers
7 indows
-2 CurrentVersion
(23 App Management
[ app Paths
[ applets
[ BITS
(23 Contral Panel
[Z3 Controls Folder
(21 ©5Csettings
=0 DateTime

[ Dynamic Direckory
[ Explorer
[L Extensions
(23 Group Policy
(21 H3z3TSP
(23 Hints
[ Installer
[ Internet Settings
[ PConfTSP
(23 ModuleUsage
(23 Ms-Dos Emulation
23 s
(23 OptimalLayouk
[ policies
[ reinstal
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[ >
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Mame

[ab](Default)
1
[ab)z

W

<

Tvpe
REG_5Z
REG_3Z
REG_3Z

Data

1
time.windows, com
kirne. nisk, goss

|

My ComputeriHKEY _LOCAL_MACHINE\SOFTWARE \Microsoft)windows\CurrentYersioniDateTimel Servers

| Registry Editor,

Eile Edit Wiew Favaorites Help

#-[_ upnphiost
A ups
+-{_1 UsEDongle
+-1 usbehci
#-[21 usbhub
#[[1] USBSTOR
+-21 usbuhci
#-[_] YgaSave
[ vialde
-2 vMauthdService
-1 vMnetadapter
-1 ¥YMnetBridge
#-(_1 YMnetDHCP
- [_ vMnetuserif
1 D Whware
#1-[] YMware MAT Service
- [C] vmnae
#1-[_] Yolsnap
#1-[_7] wsdatant
+1-[Z7] wsmon
¥ vss
=0 W32Time
(2 Config
[Z3 Enum
a Parameters
(2 Security
3 TimeProviders
{10 wasve
-0 Wanarp

71 woIca
L4 |

b

|2

b

Mame

[2b](Default)
[ab

SerwceDII
ServiceMain
28] Type

4

Type
REG_5Z
REG_5Z

REG_EXPAND_52

REG_SZ
REG_SZ

Daka

{value not set)

time.windows . com, 0 1
CHAWINDOWS system32iwaztime, dil
SychostEntry W32 Time

MNTP

| w

My ComputetiHKEY _LOCAL_MACHIMELSYSTEMControlSet001Servicest w32 TimelPar ametears

Copyright © 2006 by E5h Forensic Solutions



E \ h Keeping IT Simple www.eShforensics.com

solutions ® 01246 823185 @ 07910 391258 @ eShinfo@eShforensics.com

© 2006 E5h Forensic Solutions — All rights reserved.

This document is for information purposes only.

E5h Forensic Solutions makes no warranties express or implied, in this document.
Other trademarks referenced are property of their respective owners.

E5h Forensic Solutions
& Castle Lane, Bolsover. Derbyshire, S44 6PS ©01246 823 185 @07910 391 258

Copyright © 2006 by E5h Forensic Solutions 7




